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************************** START of 1st CHANGE *****************************
[bookmark: _Toc3884783]5.1.4.2	Inter-domain identity management functional model
The inter-domain identity management functional model is shown in Figure 5.1.4.2-1.


Figure 5.1.4.2-1: Functional Model for Inter-Domain MC Identity Management
In figure 5.1.4.2-1, the IdMS located in the primary domain (MCX Domain A) is the home identity management server for the user.  The partner IdMS is located in a second domain (MCX Domain B) and is home to the service where the primary user requires group authorization.
The CSC-1 reference point between the UE IdM client and the partner IdM server endpoints shall be a direct connection and shall be protected with HTTPS (TLS).
The primary IdMS certificate(s) used to validate the user credentials at the partner IdMS are provisioned into the partner IdMS using an out of band mechanism beyond the scope of this document.
As defined in clause 5.1.2 an access token is required for user service authorisation.  The same principle applies for inter-domain user service authorisation, in that the user must present a valid access token issued from the partner IdMS in MCX Domain B for authorisation to any group services located in MCX Domain B.
The MCX UE, after performing user service authorisation within the primary domain, may determine that the user is a member of a group service that is located in a partner domain (as indicated in the user profile).
In order for the UE to obtain this MCX Domain B access token, the token exchange procedure with the primary IdM service (MCX Domain A) shall be used to obtain a security token that identifies the user to the partner IdM service.  This security token shall be specific to the partner IdM service, signed by the primary IdM service per IETF RFC 7515 [35].  Upon validation of the security token, the partner IdM service shall provide an access token to the UE specifically scoped for that user.  This access token shall provide the user with authorisation to the group service(s) in the partner domain (MCX Domain B).
Figure 5.1.4.2-2 shows the token exchange and authentication procedure.





Figure 5.1.4.2-2:  Token exchange procedure
The token exchange profile for accessing the partner identity management service shall consist of [45] and [46] and shall be profiled as defined in Annex B.7.
NOTE: 	A specific and independent security token is required for each partner identity management domain.
Once the UE obtains the access token specific to the partner group service(s), the UE shall follow the user service authorisation procedure defined in clause 5.1.3 to access the group services within the partner domain.
The token exchange procedure shall be repeated for each partner identity management domain where the UE requires access and authorisation to group service(s) within that partner domain.
Annex C.2 shows the detailed flow for inter-domain MC user service authorization using the OAuth 2.0 token exchange procedure.	
************************** END of 1st CHANGE *****************************
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